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Understand your obligations. Quantify your exposure. Act before the regulator

does.

WHAT THIS GUIDE COVERS

— EU AI Act - NIST AI RMF - ISO/IEC 42001

— Real enforcement cases & fine amounts

— s-dimension risk framework - Audit readiness checklist

— Personal liability: who is accountable when AI fails

— How to build a defensible AI governance posture
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SECTION o1

Why AI Governance Matters Now

Al is no longer an experiment confined to R&D; labs. It makes decisions about who gets credit, who gets insurance, who
gets hired, and what medical treatment is recommended. Those decisions carry legal weight — and regulators have

noticed.

The gap between deploying Al and governing it properly is where liability lives. A compliance officer who can't explain
how a model works, a lender whose algorithm encodes a race proxy, a healthcare provider whose diagnostic AT was never

independently validated — each of these is a fine, a lawsuit, or a regulator's consent order waiting to happen.

The honest framing: AI governance isn't a compliance checkbox. It's the discipline of knowing —
verifiably, not just on paper — that the Al you're accountable for is accurate, fair, secure and

compliant. And knowing that before the regulator or your customers find out it isn't.
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$2.sM e12M e4sM 3

US lender AT EU credit-scoring AL AT hiring platform enforcement triggers already

settlement (2025) fine (2026) fine (2026) live

Sources: Massachusetts AG settlement (2025); EU Al Act enforcement action (2026). Verify current status and amounts before citing in

client-facing materials.

SECTION o2

The Regulatory Landscape

Three frameworks now define what 'compliant AI' means for enterprise deployments. They overlap in intent but differ in
scope, jurisdiction and enforcement teeth. Understanding all three is non-optional for any organisation deploying Al in

regulated domains.

EU AI Act

The first binding horizontal AI law anywhere. Creates a risk-tiered classification — prohibited, high-risk, limited-risk,
minimal-risk — with hard obligations for high-risk systems: conformity assessments, technical documentation, human
oversight, transparency, and fundamental-rights impact assessments. High-risk categories include Al in credit scoring,

insurance underwriting, hiring, medical diagnostics, and law enforcement. Fines up to €35M or 7% of global turnover.

Status: In force. High-risk obligations apply to EU-market systems.

NIST AI Risk Management Framework (AI RMF)

A voluntary but widely adopted US framework structured around four functions: Govern, Map, Measure, Manage.
Provides the vocabulary and process scaffolding for enterprise Al risk management. Increasingly cited by US regulators

and enterprise procurement teams as the expected baseline for AT governance.

Status: Voluntary but de facto baseline for enterprise AI governance in the US.

ISO/IEC 42001:2023

The first international standard for AI management systems. Specifies requirements for establishing, implementing,
maintaining and continually improving an Artificial Intelligence Management System (AIMS). Auditable and certifiable

— providing a third-party-verifiable governance structure analogous to ISO 27001 for information security.
Status: Certifiable. Growing traction in enterprise procurement and regulatory discussions.

Key practical point: the EU AI Act applies to any organisation placing an Al system on the EU market or using one
within the EU — regardless of where that organisation is headquartered. A US lender with EU customers, a US insurer

underwriting EU-resident policyholders, or a SaaS vendor whose product is used in the EU is in scope.

SECTION o3
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Real Enforcement Cases — Your Proof Points

Theory is useful. Fines are persuasive. These are real, verified enforcement actions drawn from 202§—2026. Each one
names a practice, not just a company — which means every competitor doing the same practice is now exposed to the

same risk.

US Student-Loan Lender Al Settlement

What triggered it: Used cohort-default-rate of
applicant's college as a variable — became a proxy
status in the

for race and immigration

underwriting model.

EU Financial Services AI Credit-Scoring Fine

What triggered it: Al credit-scoring system did
not give applicants the explanation rights
required under Article 86 — 'model too complex

to explain' was not accepted as a defence.

US AI Hiring Platform Fine

Generative Al wused in
meeting EU Al Act
transparency and human-oversight requirements

for high-risk hiring AI.

What triggered it:

recruitment without

CFPB Adverse-Action Enforcement (Ongoing)

What triggered it: Narrowed disparate-impact
federally  (Apr

notice  duty

enforcement 2026), but

adverse-action remains. State
attorneys general and private litigants continue to
pursue. 'Our model is too complex to explain'

remains legally indefensible.

Massachusetts AG - 2025 - $2.5M

Exposed peers: Any lender or fintech using
alternative data or ML underwriting variables
(education, zip code, device type) where those
correlate  with

variables  may protected

characteristics.

EU AI Act enforcement * 2026 - €12M

Exposed peers: Any lender or insurer running Al
credit or risk scoring on EU-touching customers.

Explainability gaps are the # enforcement trigger.

EU AI Act enforcement - 2026 - e45M

Exposed peers: Any organisation using Al to
screen, score, or rank people — including
insurance underwriting of individuals and any

HR AI touching EU candidates.

CFPB - Ongoing - State AG + private suits continuing

Exposed peers: US lenders who assumed federal
pressure eased. The risk has not gone away — it

has shifted to a different enforcement channel.

Verify all case details and fine amounts from original source documents before citing in client-facing or regulatory materials. EU AT Act

deadlines may have been adjusted under the Digital Omnibus package — confirm current status.

SECTION o4
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The True Cost of Ungoverned Al

The question is never 'can we afford an audit?' The right question is: 'what does it cost to not know where our Al is

exposed?' The answer is a cascade of potential costs — and the cascade grows because most of the unknowns multiply

each other.

The Cost Cascade — Reading Right to Left

Each cost driver below feeds the one above it. Pull any lever, and costs downstream fall. The colour coding shows who

controls each number:

GREEN
AMBER

RED

GREEN

AMBER

AMBER

AMBER

AMBER

RED

GREEN /
RED

idharma.us - Independent AT Audits -

Publicly verifiable — cite the source.

The client fills in their own numbers.

Only an audit can produce this number.

Regulatory fine / settlement

Legal & remediation costs

Customer / revenue loss

Reputational damage

Engineering remediation cost

% of models with undetected

issue

Probability of regulatory
finding

Published enforcement amounts — e.g. $2.sM (US
lender), e2M (EU credit scoring), €45M (AT hiring). Use

only verified, sourced figures.

Your outside counsel rates x expected hours. Remediation

engineering spend. Client fills this in.

Deal value x probability customer leaves after a public AI

failure. Their numbers, not yours.

Brand research cost, PR spend, lost pipeline. Hardest to

quantify — leave it for the client to estimate.

Your internal hourly rate x estimated time to fix. Clients

know their burn rate.

THE critical unknown. Neither you nor your client can
produce this number without an audit. It multiplies every
other cost. The empty box here sells better than any

pitch.

Base rate from published enforcement patterns
(GREEN). Adjusted for your specific model risk profile
(RED — only an audit produces this).
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The argument that makes itself: Every cost above is being estimated blind. An audit is the cheapest
line item on the page and the only one that converts the biggest unknown (% of models with an
undetected issue) into a known. The client builds this number themselves and draws their own

conclusion.

SECTION og

Who Is Personally Accountable?

AT governance isn't a team sport in the liability sense. Regulators and boards look for the person whose name is on the

decision. That person is your buyer — because they are also your champion and the one lying awake at night.

Chief Risk Officer / Head of Model Risk
Personally accountable for model risk frameworks. Owns the sign-oft on AI model deployment. A regulatory finding on

an Al model lands on their record.

Chief Compliance Officer / Head of Regulatory
Owns the regulatory obligations. If the EU AI Act requires a conformity assessment and one wasn't done, the CCO is the

named officer who failed to deliver it.

Chief Information Security Officer
Accountable for AT security — adversarial attacks, data poisoning, model inversion. Increasingly named in Al incidents as

security findings surface.

General Counsel
Owns legal exposure from AI decisions — discrimination claims, regulatory investigations, board liability questions.

Wants defensible documentation, not hope.

Head of AI Governance / Chief AI Officer

Emerging role created specifically because boards needed someone whose name is on the AI Typically has budget,

mandate, and enormous appetite for external independent validation.

Founder / CEO (at smaller firms)
At scale-ups and mid-market firms, the founder or CEO is often the named accountable person — especially when a big

customer or investor asks the 'how do you know your Al is safe?’ question.
Practical rule: Find the person whose name is on the Al decision at your target company. That

person is your buyer, your champion, and the one with both budget authority and a personal reason

to act. Compliance teams without sign-off authority are influencers, not buyers.

SECTION o6

Why Buyers Hire an Independent AI Audit
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Understanding the job the buyer is trying to get done — not the feature they're buying — changes everything about how

you position an audit. These are the six real jobs, drawn from JTBD research:

Sleep at Night on AI Risk

When a regulator or my board starts Fear of a public AI failure is real. An
EMOTIONAL asking about our AL I want to feel independent read replaces anxiety with
confident it will hold up, so I can stop  evidence.

lying awake over hidden exposure.

Share the Accountability
When I'm accountable for AI I didn't

Personal reputational risk. A named auditor's
DYONVOSINIM  fiully build, [ want a trusted outside

sign-off shares the burden — defensibly.
expert to vouch for it, so I don't carry the

risk alone.

Prove Regulatory Compliance

When we deploy AI in a regulated  Compliance is non-optional. They need
QOO ONININ  Jomain, [ want a report mapped to  standards-based evidence, not a vendor's
NIST AI RMF, ISO 42001 and the EU  say-so.

AT Act, so I can prove compliance.

Find and Fix Top Risks Fast

When something feels off with our model,

They can't fix what they can't see. A
QONGVONNIN [ want to know fast where it's inaccurate,

prioritised fix roadmap saves scarce eng time.
biased or insecure, so I can fix the top

risks first.

Unblock the Deal

When a big customer runs due diligence Al trust is now a sales gate. Third-party audit
SOCIAL

on us, I want proof our Al is trustworthy, — unblocks procurement and shortens cycles.

so we can win the deal without stalling.

Look Credible, Not Self-Certified

When I present to the board or market

Self-attestation carries no weight. Independent
SOCIAL our AL, I want a defensible independent

verification signals seriousness.
stamp, so we look credible, not

self-certified.

Top-scoring opportunity (JTBD score 19/20): 'Prove Compliance' triggered by a regulatory or board deadline. This is the highest-priority job

to solve for first in your messaging, your product, and your outreach.

SECTION o7
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The §-Dimension Al Risk Framework

iDharma's audit methodology maps Al risk across five dimensions — each corresponding to a distinct failure mode that
regulators, boards, and enterprise customers have already penalised. Mapped to NIST AI RMF, ISO/IEC 42001 and the
EU AT Act.

Dimension 1: Governance

Does your organisation have documented policies, ownership, and oversight for AI? Is there a named accountable person?

Is there a process for approving new Al deployments?

* AT policy and AIMS documented
* Named AT accountability owner
* Deployment approval process exists

* Incident response plan for Al failures

Dimension 2: Data Provenance

Do you know where your training data came from, how it was labelled, and whether it contains biased or unrepresentative

samples?

* Training data sourced and documented
* Data lineage tracked
* Labelling quality assessed

* Bias in training data tested

Dimension 3: Bias and Fairness
Does your Al produce systematically different outcomes for protected groups? Can you explain the decision to someone it
affected?

* Disparate impact tested across protected groups

* Explainability requirements met

* Adverse-action notices technically supportable

* Bias monitoring in production

Dimension 4: Security
Is your model protected against adversarial attacks, data poisoning, and model inversion? Is your Al supply chain
(vendors) trusted?

* Adversarial robustness tested

* Data poisoning mitigations in place

* Model inversion risk assessed

* Third-party Al vendor trust verified
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Dimension §: Compliance
Are you meeting the specific obligations of the EU AI Act, NIST AI RMF, ISO/IEC 42001, sector regulations (CFPB,
FDA, FCA) and customer mandates?

e EU AI Act classification determined

* Conformity assessment completed (if high-risk)
* NIST AI RMF functions mapped

* ISO/IEC 42001 gap assessment done

SECTION o8

Exposed-Company Checklist

Score any organisation — including your own — against these eight traits. More boxes ticked = higher exposure = greater

urgency to act. This is the same checklist iDharma uses to qualify prospect companies in the targeting engine; it works

equally well as an internal self-assessment.

Uses AI/ML to make or influence decisions about PEOPLE

'High-risk' AI category — where all enforcement to date has landed.

Operates in or sells to the EU (any EU customer or user)

Pulls the organisation into EU AT Act scope regardless of HQ location.

Operates in a regulated sector (finance, health, insurance, HR)

Sector regulators add a second layer of obligations and enforcement pressure.

Uses alternative data or complex models it may not fully explain

Explainability gaps are the # enforcement trigger in every jurisdiction.

Relies on a third-party or vendor AI model

Accountability for vendor AI cannot be outsourced — it stays with the deployer.

Lacks an in-house Al governance or model-risk function

No internal capability = must purchase external validation = highest-urgency buyer.

Has a recent trigger (peer fined, funding round, big launch, board question)

Recent triggers create active buying windows where urgency converts.

Has a named person personally accountable for AI decisions

That person is both the buyer and the champion — they have personal skin in the game.

idharma.us - Independent Al Audits - © 2026 iDharma, an iBrothers Group company
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Score 5+ boxes: High urgency. The exposure is real and material. Begin with a Quick Scan to

baseline your risk before a regulatory event forces your hand.

Score 3-4 boxes: Material exposure. An Al governance programme is overdue. Start mapping your

obligations against NIST AI RMF this quarter.

Score 1—2 boxes: Lower current exposure — but this changes fast. Implement basic governance

hygiene and monitor the regulatory pipeline.

SECTION o9

Buying Signals — When to Act

A signal means the trigger has fired but the exposure hasn't peaked yet. That gap — between the signal and the

consequence — is the window to act. The sooner you address your AI governance posture, the more options you have and

the lower the cost of getting it right.

HIGH A peer in your sector gets fined or sued for Al

A regulatory deadline is announced or
HIGH
approaching

HIGH A big customer runs Al due diligence on you

A public Al incident at your firm or a close

MED-HIGH .
rival
MED-HIGH A major Al product launch in your pipeline
MEDIUM A funding round or enterprise expansion

You are hiring for Al governance or model

risk

MEDIUM

MEDIUM New regulation or guidance in your sector

idharma.us - Independent Al Audits - © 2026 iDharma, an iBrothers Group company

Your board is now asking 'are we

exposed?' Act immediately.

You need defensible evidence by a date

you can't miss.

A deal is stalling on Al-trust proof. An

audit unblocks it.

Fear is fresh and specific. Know your

top risks before it is you.

Pre-launch is the cheapest moment to

de-risk.

You are about to face tougher

customer and investor diligence.

You have admitted the gap — bridge

it now while you hire.

The whole sector is on notice. First

movers have the easiest defence.
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SECTION 10

Your AI Governance Roadmap

A phased approach to building a defensible Al governance posture. Sequence matters: you cannot monitor what you

haven't yet measured, and you cannot fix what you haven't found.

Phase 1 — Baseline (Now)
* Identify every Al system in production and classify it by risk tier (EU AI Act categories).

* Name the accountable owner for each system.
* Complete the -Dimension assessment for your highest-risk system first.
* Commission an independent Quick Scan to baseline your risk with defensible evidence.

* Produce a written Al policy and incident response plan.

Phase 2 — Remediate (This Quarter)

* Address the top-priority findings from your baseline assessment.

* Build or buy explainability tooling for your highest-risk decisions.

* Establish a data governance process that tracks training data provenance.

* Complete the gap assessment against NIST AI RMF and ISO/IEC 42001.

* If EU-touching and high-risk: complete the required conformity assessment.

Phase 3 — Sustain (Ongoing)
* Move from point-in-time audit to continuous monitoring — your model portfolio changes.
* Establish a review cadence: methodology updates, regulatory changes, model retraining.
* Build the audit trail that lets you answer any regulatory or board question in hours, not weeks.
* Develop a shareable AT trust attestation for enterprise procurement due diligence.

* Track the regulatory pipeline: new rules, enforcement actions, and sector guidance.

The principle behind the roadmap: Every step should produce defensible evidence — something
you could hand to a regulator, a board, or an enterprise customer and have them accept it. 'We have

a governance programme' is not defensible. 'Here is our independent audit report, dated, signed by a
certified auditor, mapped to NIST AI RMF' is.

SECTION 11

How iDharma Helps

iDharma provides independent AT audits for enterprises — audits of AT we didn't build, which is what makes the output

defensible. We are conflict-free by design: a vendor auditing their own product is not an independent audit.
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Why Independent Matters

Self-certification is not accepted by regulators, not trusted by enterprise buyers, and not defensible in front of a board. An
independent auditor — certified, named, with no financial interest in the AT they're reviewing — produces the only kind

of evidence that actually moves the needle in all three contexts.

The Three Audit Tiers

Quick Scan $5,000 ~1 week A fast, focused review of your core Al system.
Surfaces the top risks across the § dimensions,
mapped to the standards you answer to. The
right starting point for any organisation that

doesn't yet know where it stands.

Compliance Audit $15,000 2—3 weeks A full audit mapped to NIST AI RMF, ISO/IEC
42001 and the EU AI Act. Produces the
standards-based evidence you need for regulatory
or enterprise due diligence. Includes a prioritised

remediation roadmap.

Risk Audit + $25,000 3—4 weeks Our most thorough review. Includes threat
Attestation scenarios, adversarial testing, a full risk roadmap,
and an auditor attestation — the documented,

signed sign-off that boards and regulators treat as

definitively defensible evidence.

No payment until you approve the scope. Every engagement starts with a scoping conversation. We
confirm exactly what will be assessed, at what price, and in what timeframe — before a single

pound or dollar changes hands. If the scope doesn't fit, we say so.

iDharma audits are led by Brijesh Patel, our founder and a certified ISO/IEC 42001 Lead Auditor. Real name, real

accountability — you will always know exactly who reviewed your AT and why we reached the conclusions we did.

SECTION 12

Next Steps

If you have read this far, you have already done the most important thing: you are thinking about AI governance before an

event forces your hand. Here is how to turn that into action.
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Complete the 8-point exposed-company checklist (Section 8). If you score § or more,

This week

request a Quick Scan consultation.

Run the §-dimension self-assessment against your highest-risk AI system. Identify your

most urgent gap and name the person who owns fixing it.

Commission an independent audit. The regulatory window — between when rules are
This

quar ter

announced and when enforcement begins — is your cheapest moment. It closes when the

first fine in your sector lands.

Request your free AI Risk Snapshot

Answer § questions. Get a real, specific finding about your AT — idharma.us

free, in 60 seconds. No signup, no sales call.

This guide is published by iDharma, an iBrothers Group company. It is for informational purposes only and does not constitute legal,
regulatory or professional advice. All enforcement case details should be independently verified before use in client-facing or regulatory

materials. iDharma is not responsible for any actions taken in reliance on this document.
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